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Integrating External Systems with eTDE

The content to be managed by the eTDE system is created externally. In order for eTDE to
manage the content, it must be provided to the eTDE system by an external system. External
systems will need to be integrated with the eTDE system to allow the electronic content to be
exchanged. Content for the ¢ TDE system can be imported and exported using machine-to-machine
interfaces with external systems. Such interfaces with the eTDE system do not require a specific
platform, but do require that certain standards are met.

eTDE Integration Standards

To facilitate the import and export processes, standardized methods must be implemented
to ensure the integrity of the content and to minimize content handling errors. The eTDE
system requires that external system interfaces conform to specific standards to maintain the
integrity of the overall system. The following standards apply:

Generating PDF Files as PDF Forms

The ¢TDE System requires that external systems generate PDF files as PDF Forms.
A PDF Form is an open file format that is used to create files containing text, fonts,
images, and two- or three-dimensional vector graphics. Data fields can be created
manually or programmatically using the ETDE Toolkit. The data fields can then be
populated with data using AMS’s ETDE Toolkit. External systems can generate
multiple PDF files using a common form. The eTDE System has the capability to
receive multiple documents that are created using a common PDF Form. The eTDE
System also has the capability to extract specific data fields from the PDF Forms and
to store them in a tabular format in a database. A PDF Form will maintain the
integrity of the appearance of a document being imported/exported while also
providing a secure method of transporting and sharing data.

Importing PDF Files into eTDE via Secure File Transfer Protocol (SFTP-
SSH)

To import PDF files to the eTDE System, external systems will FTP batches of PDF
files to the e TDE FTP Server hosted by USDA AMS on a scheduled basis. This is
done using SFTP-SSH to ensure the security of each batch of files being transmitted.
Each external system will FTP batches of PDF files to a directory folder on the FTP
Server which is specifically designated to that external system and entity. The ¢TDE
System utilizes the Ipswich WS_FTP COTS product. .
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Exporting PDF Files from eTDE via Secure File Transfer Protocol (SFTP-
SSH)

The ¢TDE System exports PDF form files on a scheduled basis. The default
schedule will be four times a day at 9:00 AM, 12:00 P.M., 3:00 P.M. and 6:00 P.M.
(all EST time). The Export process involves a copy of proper PDF files from the
¢TDE Import directory to the e TDE Export directory, and update of certain
metadata fields within the exported PDF form file. Folders of registered entities are
access controlled based on secutity role and/or access rights granted in ¢ TDE.
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Creating PDF Forms Using Adobe Acrobat Professional

Creating a PDF Form Using an Existing Document or Creating a PDF Form
Using a Custom Solution. External systems will need to create a PDF Form for
each document type. PDF Form creation may be performed using Adobe Acrobat
Professional, Version 6.0 or later. A PDF Form can be created using an existing file
as a template or may be customized using AMS’s ETDE Toolkit. Neither method
will automatically render an “accessible” PDF Form. See Section 4.6 for information
on making PDF Forms accessible (i.e. Section 508-compliant). Using one or both of
these methods, database table fields from an external system can be mapped to PDF
Form fields using ETDE Toolkit. PDF Form fields should be named in accordance
with industry-defined standards to simplify the mapping between external system
databases (i.e. document providers and end-users). Industry-defined standard data
fields can be found in Appendix C.

Note: The ¢TDE system only utilizes a subset of the industry-defined standard fields
that are transmitted with each document (see Appendix B for a list of e TDE-specific
tields). This subset is used internally to the e TDE system to uniquely identify
documents as well as for managing, querying, and displaying documents via the
Graphical User Interface (GUI).

Populating PDF Forms with Data (Create Trade Document). Once a PDF
Form has been created with properly named fields, data can then be populated from
an external system’s database to the PDF Form. Once the PDF Form is populated
with external system data, it can be sent (exported) to the eTDE system in a batch
file with other PDF Forms via Secure File Transfer Protocol (SFTP). The ¢TDE
system will also have the capability to export batch files to the FTP server at
scheduled intervals so that external systems can retrieve PDF Forms and/or PDF
Form tields.

Reading a PDF Form and Writing Data to a Database: The eTDE system will
retrieve batch files from the FTP server at scheduled intervals and will import the
PDEF Form and PDF Form fields from external systems. Similarly to € TDE, external
systems can import PDF Forms and PDF Form fields. PDF Form fields from the
¢TDE system can be mapped to database table fields of an external system. PDF
Form fields from the eTDE system will be passed on exactly as they were originally
provided by the source system. The PDF Form fields should be named in accordance
with industry-defined standards to simplify the mapping between PDF Forms from
the eTDE system and external system databases.
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Getting Started with Adobe Acrobat 3D (Adobe Acrobat 7
Professional)

Adobe Acrobat :p

Version 7.0.7

e

Copyright 1984-2006 Adobe Systems Incorporated and its licensors. all rights reserved,

: T}

[ Patent and Legal Motices l [ Credits 1159-1492-6572-8699-0951  Adobe

Getting started with Adobe Acrobat 3D

Adobe Acrobat 3D utilizes the same Acrobat version as Adobe Acrobat 7
Professional only there is added functionality for 3D vector graphics. Adobe
Acrobat 6 Professional and later versions have the capability to create PDF
Forms.
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Creating a PDF Form Using an Existing PDF File

File Edit View Document Comments Tools A Window  Help

%Conma'l &Markup ! Send for Review @ Secure v Z Sign S% Forms +

o

Lookin: [vaotolyping V‘ 02 pE

) [ Digital Signatures Z?sampiesignatures.pdf
L‘é ()E2E Prototype
MyRecent  |FSIS
Documents =) Prototype - Miled Peanuts Grade Sample 1
) Prototype - Qualty Sample 1
@ () Prototype - Qualty Sample 2
Deskiop ) ScreenPrints_Acrobat?
'E Draft_eTDE_Integration_v0.1,pdf
- z Draft_eTDE _Integration_v0.2.1,pdf
7 E Draft_eTDE_Integration_v0.3,pdf
zQuaﬁty Sample_Word2PDF.pdf
Z Qualty Sample_Word2PDF _I1pdf
. Quaiy Sample_Word2POF _IILpdf
Z Quality_form,pdf

My Documents

My Computer

File name: [ﬂuaily_ﬁample_FDF.pdf

MyNewerk  Flesof ype:  Adobe FDF Fes "pd)

14 Start &l OB 18] tnbox - o | {7 Gmal- Inbox - Mic.., ! Explorer + | T eTOE_DRAFT Ini.., BB Adobe

Create a PDF Form using an existing document (File > Open)

A PDF Form can be created using an existing electronic document as a template.
Open an existing PDF file to begin creating a PDF Form.
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Create a PDF Form Using Adobe Acrobat 3D’s Advanced
Editing Tool
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Create a PDF Form using Adobe Acrobat 3D’s Advanced Editing Feature
(Tools > Advanced Editing)

An existing PDF file can be opened in Adobe Acrobat 3D and can then be
manipulated using the Advanced Editing tool. Use the Forms tool under the
Advanced Editing menu to begin creating a PDF Form (Tools = Advanced Editing
- Forms).
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Creating Fields on a PDF Form Using the Forms Toolbar

8 Adobe Acrobat 3D - [Quality_Sample_PDF.pdf] Q@
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Creating fields on a PDF Form using the Forms Toolbar (Tools >
Advanced Editing > Forms)

Select the “Text” tool from the Forms Toolbar and drag/drop onto the PDF file to
create a PDF Form tield. Once a field is placed on the PDF file, it becomes a PDF
Form. Use the Text Field Properties window to designate the field name to match
the industry-defined standard field names.
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Save a PDF File as a PDF Form
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Save a PDF file as a PDF Form

Once fields have been created on a PDF file, it becomes a PDF Form. A message is
displayed to indicate that the document contains interactive form fields. There is an
option to highlight all fields on the PDF Form. This view does not highlight the
fields.

2020 Company, LLC 9 eTDE Application User Guide Baseline v1.3



Option to Highlight PDF Form Fields

B8 Adobe Acrobat 3D - [Quality_Sample_PDF_Form.pdf] Q@
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Option to highlight PDF Form fields

Fields on the PDF Form may be highlighted by selecting the “Highlight fields”
checkbox in the upper right-hand corner of the page. Once selected, the fields on
the PDF Form are highlighted.
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Creating a PDF Form Using a Custom Solution

The ¢TDE Toolkit is the standard software that will be used to generate the

documents and populate them with data. Document generation must be done using
¢TDE Toolkit.
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Reading Data from a PDF Form and Writing to a Database

Pre-Requisites for Reading Data from a PDF Form and Writing
to a Database

B Quality_PDF2DB. js - Notepad CBEX
File Edit Format View Help

v/ ~
// PDF Trade Document created, now write data to sSQL Server tahle. *_

;; 2020LLC, Mark wiseman 2/13/2007

// Pre-requisites: This script requires activerDF Professional v4 Tibrary.

F4 Adobe Acrobat Reader (free) or similar software is needed to view PDF.

G No other COTS software is needed. However, adobe Acrobat

Vs professional is recommended to inspect and render PDF files. ‘-—

P This script is written in Sun Javascript so as to be compatible for

s use with adobe acrobat SDK which can provide additional functionality

P2 such as setting tags, which activePDF cannot do alone.

P Note most browsers support most Jscript .NET features,

£ but the new features that target the .NET Framework,

s class-hased objects, data types, enumerations,

/7 conditional compilation directives, and the

;; const statement, are supported only on the server-side.

// Purpose: rReads a PDF form with properly named fields and writes ‘_
// the data to eTDE database table tblbocmaster.

s

/7 Input files: "quality_form. pdf"

;; output files: none.

/7 eTDE Required PDF Fields: e

L4 1. appbocument_ID_Internal eTDE unique record identifier.

A 2. appProduct Commodity ie. Peanuts, Milk, etc
bz 3. appbocument_Type certificate type, ie. quality, Grade, etc
Vo 4. appbocument_Provider

Vi 5. appbocument_owner

¥£4 6. appbocument_ID_ExternalSystem

s 7. appcertificate_number

Vi £ 8. appETDE_Reference

Pdd 9. appETDE_Comment eTDE description & reason for supersede
/7 10. appbocument_status

Fes 11.appCertificate_superseded

P8 12.appcertificate_superseding

/7 13.apppate_Issued

V24 14.apppate_uploaded FTP upload/import date

s 15. appbocument _PDF_path FQFN path to original poF file.

Ve A11 other fields are for the benefit of External Systems only and

Fd not used by eTDE.

7

7/

/7

// W VW

// activePDF Javascr1pt creates a PDF form with properly tagged fields for eTDE database.
S/ FHMUSER WVARSY

var strPath;

var jsNothing = null; // GetNothing();

var adaffectCurrent = 1; //

var adaffectGroup = 2; //

var adaffectall = 3; //

< >

Pre-requisites for reading data from a PDF Form and Writing to a Database
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Defining Variable and Database Connection String

File Edit Format View Help

S/ HEHMUSER VARSWH¥

var strpPath;

var jsNothing = null; // Getnothing();
var adaffectCurrent = 1; //

var adaffectGroup = 2; //

var adaffectall = 3; //

var adaffectchapters = 4; //

var adopenstatic = 3;

var adLockoptimistic = 3;

var adusec11ent = 3;

var strret =

var varInputF11e = "quality_form.pdf";

s

/é'w;w?%Tupkkk bj " hel1");

objshell = new Activexobject("wscript.she :

ob%'n( = new activexobject("apToolkit.ob]j Ect 25 "_
};et = objTK.openInputFile(varIinputFile);

£/

// Database connection string:

// Data sSources= DELL4400N\NETDE; UID=5a; PWD=;

VarbDsN = PRO\/IDER SQLOLEDE; Integrated Secur1ty SSPI; "
varDsN += "Initial Catalog=ETRADE;

S /varbpsn += "SERVER= DELL4400' R // 1Dca1host
//varDsN += "DATABASE=eTDE;";

VarDsSN += Data source= DELL4400\\ETDE

S Avarpsn += "Extended Properties=' User Instance=true’
varDsN += "Persist Security Info=True"

Vs
objFilesystem = new Activexobject("scripting.Filesystemobject");
strrath = objFilesystem. GetAhSD1utEPathName%'.");

strrath += "S\\" + varInputfFile;

objshell. popup("Input file=" + strrath +"\rDsSN=" + varDSN);

objConnection = new Act1veXOh]eCt( ADODB. connectwon");
objrecordset = new Act1vex©b]ect( ADODB rRecordset");
objConnection.open(varbpsn); f/ ° =
//objconnection. open(varDSN, strUserName, strPassword);
//objrecordset.cursorLocation = aduseclient
// DELL4400N\ETDE\Databases\eTDE\Tahles\dho. thlDocmaster
objrecordset.open("SELECT ¥ FROM [eTDE]. [dbo]. [tb1Docmaster]”,

Dbjconnect1on, adopenstatic, adLuckopt1m1stic);
ohjshell. popup(”Connected to database.

eTDE data import from PDF to database , 64);

//objTK. xMLGetFormFieldpata(data. xm1" "5 S/ XL data from poF form.

S/ a1l fields.

VA
// activePDF Javascript creates a PDF form with properly tagged fields for eTDE database. ‘-—-

EB

Defining variables and connecting to a database
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Mapping PDF Form Fields to Database Table Fields (eTDE
Required Fields)

B Quality PDF2DB.js - Notepad (=13
File Edit Format View Help
s A~

S/ A1l fields.
?3jRec0rdset.AddNew;

// MAP FORM FIELD NAMES TO DATABASE TABLE FIELD NAMES. ‘-—
//objrRecordset.RecordCount + 1

/S NOTE: appbocument_ID_Internal is _an identity field in eTDE table.
Thus, it is not written.

strret = objTK.GetFormFieldbataByName("appProduct”);
if (strret == "") {BadPDF(varInputFile, eappF‘roduct");}‘_
E?bjRecordset.Fie1ds("apppr0duct").va1ue = STrRrRet; }

strret = ohjTK.GetFormFieldDataByName("appbocument_Type");
if (strret == "") {BadPDF(varInputFile, 'aquocument_Type");}
;;bjnecordset.Fie]ds("appDocument_Type“).va ue = sStrret;}

strret = objTK.GetFormFia1dDataByNama(“appDocument_Providgr");
if (strret == "") {BadPDF(varInputfFile, 'ap Document_Provider™); }
E?bjRecordset.Fie1ds(“appDocument_Provider‘g.va1ue = STrRrRet; }

strret = ohjTK.GetFormFieldDataByName("appDocument_Owner");

if (strret == ) {BadPDF(varInputfFile, "appbocument_owner");}
jﬁbjRecordset.Fie1ds("appDDcument_owner“).va1ue = STrRrRet; }

strret = ohjTK.GetFormFieldDataByName("appDocument_ID_Externalsystem”);

if (strret == ) _{BadPDF(varInputfFile, "appbocument_ID_ExternalsSystem’);}
{objrecordset.Fields("appbocument _ID_ExternalSystem").value = strRet;}
Vi4

Strret = DbjTK.GetFormFie1dDataByName("appCertificate_Number");

if (strret == "") {BadPDF(varInputrile, 'appcertificate_Number");}
{objrecordset.Fields("appCertificate_number™).value = strret;}

Vs

strret = ohjTK.GetFormFieldDataByName("appETDE_Reference");

if (strret == "") {BadPDF(varInputFile, "appETDE_Reference");}
{objrecordset.Fields("appeETDE_Reference").value = strret;}

/i

strret = ohjTK.GetFormFieldDataByName("appETDE_Comment');

if (strret == "") {BadPDF(varInputFile, 'a?pETDE_Comment");}
{objrecordset.Fields("appETDE_Comment").value = sStrret;}

/

strret = ohjTK.GetFormFieldDataByName("appbocument_status");
if (strret == "") {BadPDF(varInputFile, "appbDocument_status");}
{objrecordset.Fields("appbocument_status").value = strret;}

// Not a required field.

strret = objTK.GetFormFieldDataByName("appCertificate_superseded");

S/ (strret == "") {BadPDF(varInputfFile, "appcCertificate_superseded");}
{objrecordset.Fields("appCertificate_superseded").value = strRret;}

// Not a required field.

Mapping PDF Form fields to database table fields (e TDE required fields)
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Mapping PDF Form Fields to Database Table Fields (All

St

/
//
/
/
7
/
/
7
7
7/
/
/
7
/
e
/Y
/
V7
7
/
/
7
7
7
7/
/
77
/
7/
//
i
/
7
V7
/
7/
7
/
A
7
/7
7/
7
/
7
/
o
/
/7
<

;&b]RecordseI.F1e1ds( pate_cCompleted").value = strret;}

}ﬁbjRecordset.F1e1ds( remarks").value = strret; }

andard Fields)

P Quality_PDF2DB. js - Notepad EBEX
File Edit Format View Help
~
/7 // OTHER FIELDS LISTED FOR THE CONVENIENCE OF EXTERNAL SYSTEMS: *_
// STrret = DbjTK GetFormF1e1dDataByName( AddresslstreetAddrl ),
if (strret == "") {B adPDF(varInputF11e "addresslstreetaddrl”); }

{objrecordset.Fields(" "addresslstreetaddrl” J.value = strret;}

strret = ohjTK.GetFormFieldDataByName("Addresslcity")
if (strret == "") {BadPDF(varInputFile, "Addresslcit ") ¥ ‘-—
jsbjnecordset Fields("addresslcity").value = strret;

strret = ohjTK.GetFormFieldDataByName("Addresslstate”);
if (strret == "") {BadPDF(varInputFile, "Addresslstate");}
{objrecordset.Fields("addresslstate”).value = strret;}

strret = objTK.GetFormFieldDataByName("addresslzip”);
if (strret == "") {BadPDF(varInputF11e, "address1lzip”); ¥
}3bjRecordset.F1e1ds( ‘addressl1zip").value = strret;

strret = objTK.GetFormFieldDataByName("subsample');
if (strret == "") {BadPDF(varInputF11e "subsample™); ¥
{objrecordset.Fields("subsample™). value = strret;

/

strret = objTK.GetFormFieldDataByName("additional aflatoxin');

if (strret == "") {BadPDF(varInputFile, "Additional aflatoxin®);}
{objrecordset.Fields("additiona Aflatoxin® J.value = strret;}

strret = ohjTK,GetFormFieldDataByName("sample_Preperation');

if (strret == "") {BadPDF(varInputF11e, ‘sample_Preperation”); }
{?bjRecordset Fields("sample_preperation”).value = strret;}

strret = objTK, GetFDrmF1e1dDataByName( pate_Rreceived");
if (strret == "") {Bad PDF(varInputF11e, "Date_Received"); }
{objrecordset.Fields("Date_Received").value = strret;}

sStrret = DbjTK GetFUrmF1e1dDataByName( Date. _completed" ),
if (strret == "") {BadPDF(varIn utFile, "pate_completed");}

strret = ohjTK.GetFormFieldDataByName("Analysis _method");
if (strret == "") {BadPDF(varInputFile, "Analysis_method");}
{objrecordset.Fields("analysis_Method").value = strret;}

74
strret = ohjTK.GetFormFieldDataByName("Remarks");
if (strret == "") {BadPDF(varInputF11e, "rRemarks"); }

strret = objTK.GetFormFieldbataByName( 'Inspector_Name");
if (strret == "") {BadPDF(varInputFile, "Inspector_name");}
{objrecordset.Fields("Inspector_Name").value = strret;}

%
strret = objTK.GetFormFieldDataByName("Document_Provider");
if (strret == "") {BadPDF(varInputFile, "Document_Provider");}

Mapping PDF Form fields to database table fields (all standard fields)
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General Validation of Fields (from PDF Form to Database)

P Quality_PDF2DB.js - Notepad X

File Edit Format View Help

objTK. C1nse1nputF11e(), ~
obJTK = null;
//nb]Recordset Close;
//ob Cconnection.Close;
wScript.Quit(l);
} // function BadrDF()

;; validation utility functions. "_

//regu1ar express10n should match number with commas or not
(r-7 <- -' is optional at the beginning
// [1- 9] <-- first digit should he between 1~9; 090 shouldn't be allowed
/73, O\dfl, 230 ,N\A{3})¥% | <-- with comma, at Teast one digit with max of three before repeating 1ike ',ddd
/730 N\d¥) | <-- without comma, match any number of integer(shouldn't be though)
/74, 20{1})% <-- allow only one zero and no minus zero

function Isregex(varrField) {
// General purpose Titerals.
var re = /(A-7[1- 9](\d{1 2}(\ \d{3})*|\d*)|A0{l})$/,
var renumbers = /A— 13\d 1c+$
var reNumCommas Sh= ’(\d{l 3}| d{l 3}(\ RCUERDLIRN: L} ¥i+H // check a integer number with com
;?r rePtheNumber = /(\d\d\d) Sahdhd=-Ndhdhdhnd/;

//var re = new RegeExp(re.value); // ctor
if (! re.test(varField)) {return false;} //
return true;

¥} // function Isregex()

function fGetbate() {
'/ Format: 2/3/2006 12:00:00 aM
var strbate;
var currentTime = new Date();
var month = currentTime. gatMonth(O) + 1;
var day = currentTime.getbate();
var year = currentTime. gatFu11Year(),
strbate = month + "/" day + "/" + year;
;; currentTime. toUTCStr1ng()

var hours = currentTime.getHours();
var minutes = currentTime.gatM1nutas(),
if (minutes < 10) {minutes = "0" + m1nutas }
strbate += " " + hours + ":" + minutes + 5
ifChours > 11) {strDate += ("PM"); }
else {strpate += ( AMtY;
//objshell. popup(“Date: " + strbate,l10,"eTDE Upload-Import Date",64);
return strpate;
¥ /7 function fGetpate()

s/ eof ()

General validation of fields (from PDF Form to database)
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Populating PDF Forms with Accessibility Tags for Section 508
Compliance

In 1998, Congress amended the Rehabilitation Act to require Federal agencies to
make their electronic and information technology accessible to people with
disabilities. Inaccessible technology interferes with an individual's ability to
obtain and use information quickly and easily. Section 508 was enacted to
eliminate barriers in information technology, to make available new opportunities
for people with disabilities, and to encourage development of technologies that
will help achieve these goals. The law applies to all Federal agencies when they
develop, procure, maintain, or use electronic and information technology. Under
Section 508 (29 U.S.C. °794d), agencies must give disabled employees and
members of the public access to information that is comparable to the access
available to others.

PDF forms may be made ‘accessible’ using Adobe Acrobat Professional 6.0 or
later. To create the accessibility tags, perform the following steps:

Add “Fillable” Form Fields and Descriptions

Adobe Acrobat 3D (Adobe Acrobat 7 Professional) has a Forms toolbar that
provides numerous tools for creating “fillable” form fields, such as buttons, check
boxes, list boxes, text boxes, etc. As a field is created, descriptions may be added.
Type the description into the Tooltip box in the General tab of the field’s
Properties dialog box. Screen reading software, such as JAWS, will read this text
aloud to the user.

T . — — =
¥ EE (@ (1 BF
The Forms toolbar of Acrobat Professional
Text Field Properties §|

General | aAppearance || Options || Actions || Format | validate | Calculate

Marme |

Toaoltip |First Mame|
Comnmon Properties
Form Field: visible et [ read only
Crientation: o = | degrees [Jrequired
Ctodkes

Adding a description as you create a form field—type the description into the Tooltip box for the field.

2020 Company, LLC 17 eTDE Application User Guide Baseline v1.3



Set the Tab Order

Although Adobe Acrobat Professional offers manual control over the tab order,
set the tab order to use the document’s structure. This setting provides the greatest
accessibility.

To set the tab order of form fields to use the document structure:

1 Open the Pages tab of the navigation pane.

[ Made! Tree: 1 Pages J,‘ Signaiures\{f\ Bookmarks

[ Comments \l\ Atachments

2 Select all the pages by pressing Ctrl+A (Windows) or Command+A (Mac OS).

[ Model Tee 1 Pages | Signﬁures\{ Buoknarks

[ Commerts \[\ Aftachnents
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3 From the Pages tab, choose Options > Page Properties.

e - |

Insert Pages...

|

T
iljetin l||§'
]

Extract Pages...

Replace Pages...

Delete Pages...

Crop Pages...

Rotate Pages...

Set Page Transitions...

Mumber Pages...

Print Pages...

Embed all Page Thumbnails

Remove Embedded Page Thumbnails

! Model Tree \{ Pages\{ Signatures \{ Bookmarks

Reduce Page Thumbnails

Enlarge Page Thumbnails

Page Properties...

[ w

KU R AT

j Comments \{ Attachments \

4 In the Page Properties dialog box, select the Tab Order tab, and then select Use
Document Structure.

Page Properties | X

Tab Order IMJ

() Use Row Order

(O Use Column Order

() Use Document Structure
O Unspecified

Choose one of the above options to set
the order for tabbing through items on a
page.

E Model Tree \{ Pages\{ Signatures\{ Boc

Close

Create Accessibility Tags
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1 Check for existing tags in an Adobe PDF document using the File > Document
Properties command. At the bottom of the Document Properties dialog box, look
for “Yes” or “No” next to the Tagged PDF entry.

Document Properties

Description lSecurity Fonts || Initial Yiew | Custom || advanced

Description

File: Blanching_Fields.pdFf

Title:  [Am Peanut Council COA Blanching.xls

Author: |Auth0rized Gateway Customer
Subject: I
Keywords:
Created: Sf17/2007 7:27:44 AM [ Additional Metadata. .. ]

Modified: 7f17/2007 11:57:37 AM
Aapplication: Toolkit http: jfvwwaww, activepdf.com

Advanced
PDF Producer: Toolkit http:ffvaww, activepdf.com
PDF Version: 1.5 (Acrobat 6.x)
Location: C:\Intersystem Test}
File Size: 287.02 KB (293,202 Bytes)
Page Size: S5.50x 11.00in Mumber of Pages: <4
Tagged PDF: Yes Fast Web View: No

I OK I [ Cancel ]

2 If the PDF form is already tagged, use the TouchUp Reading Order tool in
Adobe Acrobat Professional to tag each form field added in step 1 of this
workflow. This tool allows the user to fix any reading order problems of the text
labels for the form fields. (For instance, merged lines of fields may need to be
split into individual fields.)

[JHighig
hUp Reading Ord =3
Draw a rectangle around the content =
then click one of the buttons below: EIT
X
Fields “‘ Tags " Content *‘ Order ™
¥ options ~
Jing 1 Tak =
stem [ 2020llc#0 —
2 : [ 2020llc#1
2020llc#2
[ AdditionalAflatoxin
ApplicantCity
ApplicantFax
Show page content order | | B
1 annlicanthlame e
Show table cells | |
Show tables and figures | |
[ Clear Page Structure... J [ Show Order Panel J
[ Help ] [ Close ] |
TOT e ROayT
PO Box 911 |
123451234 -
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3 If the form is untagged, use Adobe PDF Forms Access to perform the following
steps to add tags to the Adobe PDF document:

a) Open the Adobe PDF document in Acrobat 7.0.
b) Choose Advanced > Accessibility > Add Tags To Document.

r———

I Accessibility T o
Acrobat Distiller

=

Quick Check Shift+Ctrl+6
Batch Processing... Full Check

Catalog...
Digital Editions >

Open Accessibility Report... ‘
| S——

ANALYS

Export all Images...
TouchUp Reading Order...
Forms >

JavaScript » Setup Assistant...

Links 4

Migrate Comments... ITH#: 84-18189-03

Mumber Pages... JS: 6-14877-03 6-14787-03
PDF Optimizer...

] ) NUTS: MEDIUM RUNNERS
Security Settings...

Trusted Identities... BUFF BLANCH
Web Capture 4
S3SED: 6/17/2004
Use Local Fonts Shift+Crl+Y
Overprint Preview Shift+Ctrl+7

Ef; Output Preview. ..
® prefiight... shift+Ctrix 4 Q.C. DATA

B

Acrobat analyzes each page to determine the page’s various elements and roles,
their proper reading order, and which tag to apply to each element. It then adds a
tag tree to the document to represent these page elements and their reading order.
In Acrobat 7.0 Professional, a report of the results also appears in the How To
window after the process is complete, so that you can edit any tags that need
repair.

Complete the Accessible Adobe PDF Document

To ensure the PDF Document is accessible, perform the following steps in Adobe
Acrobat Professional:

1 Perform an Accessibility Full Check and verify that the fonts in the document
are accessible.

2 Use the TouchUp Reading Order tool to fix reading order and other problems.
3 Add other features to optimize the PDF document for accessibility.
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4 Edit the tag tree to repair complex problems.

[__THighiight FieT

TouchUp Reading Order

Draw a rectangle around the content
then click one of the buttons below:

Text Figure
| Fields i T Cortent “{ Ord
Form Field Figure/Caption J! s \ﬂ QQS\L{ orte \L{ I
¥ Options ~
Heading 1 Table
=3 A
[System -
Heading 2 Cell B @1 <Workbook >
= <Worksheet> =
Heading 3 Formula S <Table>
d Backaround TR
g = <TR>
= <TR>
Show page content order . = <TR>» v
Show table cells | |
Show tables and figures | |
[ Clear Page Structure. .. ] [ Show Order Panel ]
’ Help l ’ Close ]
TUT CENMTROUAT
PO Box 911
12345-1234 n
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Accessing and Using the eTDE Website

This section will show the actual eTDE Graphical User Interface (GUI) and provides
step-by-step instructions for how users will interact with each screen. The eTDE System
can be accessed on the internet at http://www.etde.usda.gov .

Note: Users may have to disable pop ups in order to prevent “linkage not found” errors
while navigating the eTDE system. If pop ups are allowed and a survey request appear,
respond ‘NO’ to the request. If ‘page not found’ error occurs simply refresh page.

eTDE Welcome Page

USDA .
s United States Department of Agriculture

rg ,\\
f— \\

Electronic Trade Document Exchange System

Welcome to the Electronic Trade Document Exchange System (eTDE)!

The eTrade Docurnent Exchange (eTDE) System supports the trade of US agricultural
commodities domestically and internationally. This system makes trade documents,
including official certificates, available via the internet to facilitate foreign and domestic
trade of US agricultural products.

USDA provides this information as a service to the supply chain. The certificates
available in the repository are provided by a variety of document providers. Some
certificates are provided by USDA, some by programs under USDA certification, and
some from commercial sources that operate independently of USDA. USDA validates
the identity of each document provider and has security controls in place to ensure that
certificate data obtained from document providers remains unaltered once it is posted
onto the site. Certificates downloaded from eTDE contain statements reminding users
that certificates printed from the eTDE system are not considered authentic copies, and
that some docurnents are provided by sources that operate independently of USDA.

In order to access eTDE certificate information you must be registered through the
USDA e-Authentication system,

If you are not a registered user of the eAuthentication system please qo to
http://www.eauth.eqov.usda.gov/

If you are a registered user of eAuth System, click here Login to eTDE
Version 1.0.15

USDA Home | Site Map | Policies and Links
| FOIA | Accessibility Staterment | Privacy Policy | Non-Discrimination Statement | Information Quality | USA.gov | White House

Navigate to www.etde.usda.gov to see the eTDE Welcome Page

1. Click to apply for a USDA eAuthentication Account
a. If you do not have an eAuthentication Username and Password, or If you have not
registered with eAuthentication System, user is directed to eAUTH home page
b. See User Guide: Instructions_Access_eTDE_Production 4 June 2009
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2. Click to Login to eTDE

eTDE Login via USDA’s eAuthentication Page

USDA United States Department of Agriculture
= YSDA eAuthentication

Home : About eAuthentication: Help

eAuthentication Login

i Contact Us : Service Centers

|| Quick Links
> What is an account?

> Create an account

User ID: |
b Update your account
Forgot your User ID?
Administrator Links
Password: I
> Local Registration
Authority Login Forgot your Password?
: Change My Password
Login

What's New

NEW! Improvements to USDA Employee Registration

e The new registration process provides a faster method of obtaining an
eAuthentication Employee account. Click here for more information!

Self-Service Enhancements

e Improvements to Forgotten Password Reset and Forgotten User ID are now
available. Click here for more information!

Important! Employees and Contractors:

e Please update your business email and phone in your profile. Click here for
additional details.

eAuthentication Home | USDA.gov | Site Map

‘ Accessibility Staterment | Privacy Policy | Non-Discrimination Staterment | www.FirstGov.gowv

eTDE Users Login via the USDA’s eAuthentication Page

1. Enter eAUTH Username and Password

2. Click to login

a. Ifuser logs into system for the first time, user is directed to the “eTDE Request
Registration Page”

b. If registered user with Associated Entity, user is directed to the “eTDE Home Page”

c. Ifregistered user without Associated Entity, user is directed to the “eTDE User Profile
Page”
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eTDE Registration Request Page

USDA | )
Za United States Department of Agriculture

The avarage American consumes mora than 6 pounds of peanuts and peanut butter products each year

Tz 7 —

eTRADE DOCUMENT EXCHANGE (eTDE) SYSTEM

eTDE * Reguest Registration
Pleaze fill in required fields [*)

eTDE User Registration Request

*Fust hame — —

* Work s e T

* Work County — T T S S—

! Wiork State / * ywork Zip f

" ]

Work City Pravince I:I Postal Code I:I
* Work phons i N Y N e v —
+ prmaryema 1 hemstetma E—

r Regizter Mew Entity and Becorne Entity Adrinistrator

- Entity Information same as Work Information

eTDE Entity Registration Request

* Entity Name [ ] Cemmadity Typs [Peanuts =
* Entity Straet Addr 1 [ Entity Strest Addr 2 | |
L Entity State / *Entity Zip
* o 2
Entity City Province I:I Postal Code I:I
ity hone O e P e
y—— E—

Cormmment | |

[ Request Registration ]

U5D& Home | Site Map | Policies and Links
k | FOI& | Accessibility Staternent | Privacy Policy | Mon-Discrimination Staternent | Information Quality | USA gow | White House

Unregistered eTDE User Requests Registration for eTDE System

1. Enter User demographic information
a. User chooses not to Request Entity Registration
2. Click Request Registration Button
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a. User is directed to “User Profile Page” with demographic information populated
3. Click to Cancel
a. User is directed to the “eAuth Login Page”

4. IMPORTANT: DO NOT CHECK REGISTER NEW ENTITY IF YOU DESIRE TO
ASSOCIATE WITH AN EXISTING ENTITY. HIT REQUEST REGISTRATION AND
YOU WILL BE TAKEN TO PROFILE PAGE WHERE YOU SELECT ENTITY TO
ASSOCIATE WITH. THEN HIT REQUEST ASSOCIATION.

5. If user desires to Request New Entity Registration, Click M to Register New
Entity

6. If necessary, click Entity Information same as Work Informationlz{
a. If Entity demographic information is same as Work demographic information
7. Enter Entity demographic Information
a. If Entity demographic information is different than Work demographic information
8. Click to Request Registration
a. Entity Registration Request sent to Systems Administrator for approval
b. User is directed to “User Profile Page” with demographic information populated
9. Click to Cancel
a. User is directed to the “eTDE Welcome Page™
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eTDE User Profile Page (Unassociated User)

USDA _
2 United States Department of Agriculture

The avarage American consumes more than & pounds of peanuts and peanut butter products

each yeaar
Poy

Profile | Reports | Contact Us

eTRADE DOCUMENT EXCHANGE (eTDE) SYSTEM

Skip Mavigation
eTLE = Profile

eTDE User Profile

Please fill in required fields (*)

*First Marme  |testtdp02 *Last Marne teshdpOz

el s 2l
Provinee Rio De Janeiro Poctal Code 22102-0957

- primary alternate Email ]

(__Update protie

Current Entity Association
Current Assaociation:

[ Disassociate ]

Fatork City

I

*wark Phane

Entity Association Request
Fequest Association [users may assocate with only one entity]:

 Uspa - Gastonis
€ JLeER

7 Golden

o Mutco

© snickers

C Rollo

o Mars

e Birdsong

[ Request Association ]

[Enllty and External System Registration Requesl]

foke: Access iz Nrdbed andil pour association request andlor antity ragistration request has been approved.

USDws Horne | Site Map | Policies and Links
| FOIA | Accessibility Staterment | Privacy Policy | Mon-Discrimination Statement | Information Quality | USA gow | White House
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eTDE User Manages User Profile (Unassociated User)

1. If necessary, Edit Home and/or Work demographic information
a. Click “Update Profile” button
b.  Verify that “Transaction Successful” message appears
c. Profile Information now updated with changes
Click radio button for which user may associate with only one entity
3. Click “Request Association” button
a. Entity Association Request sent to Entity Administrator
b. User remains in User Profile Page
4. Click “Entity and External System Registration Request” button
a. User is directed to the “Entity & External System Registration Page”
b. Unassociated users will have the ability to request ability to request Entity Registration
5. Click to Cancel
a. Userremains in User Profile page

N

6. If necessary, Edit Home and/or Work demographic information
a. Click “Update Profile” button
b.  Verify that “Transaction Successful” message appears
c. Profile Information now updated with changes
7. Click “Request Disassociation” button
a. Verify that “Transaction Successful” message appears
b. User no longer associated with Entity
c. Entity Disassociation Notification sent to Entity Administrator
d. Userremains in User Profile Page
8. Click radio button for which user may associate with only one entity
9. Click “Request Association” button
a. Verify that “Transaction Successful” message appears
b. Entity Association Request sent to Entity Administrator
c. Userremains in User Profile Page
10. Click “Entity and External System Registration Request” button
a. User is directed to the “Entity & External System Registration Page”
b. Users that are currently associated with an Entity will not have the ability to request Entity
Registration
c. If Useris not associated to an Entity, “Register New External System” checkbox will be
“grayed” out.
11. Click “Administrator Registration Request” button
a. Ifassociated to an Entity, User is directed to the “Administrator Registration Page”
b. If User is not associated to an Entity, “Administrator Registration Request button” will not be
active
12. Click to Cancel
a. If User associated to an Entity, User is directed Homepage
b. If User not associated to an Entity, User remains in User Profile page
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eTDE User Profile Page (Associated User)

USDA _
Z United States Department of Agriculture

The average American consumes more than & pounds of peanuts and peanut butter products each year

! Profile :

Reports | ContactUs @ Help |

eTRADE DOCUMENT EXCHANGE (eTDE) 5YSTEM

Skip Mavigation
eTDE = Profile

eTDE User Profile

Please fill in required fields (*)

# gzt Nare |Testtdp03 |

#First Marne |Testtdp03

*Fwwark Marme |Birdsong |ssssssssssssssssssssssss{

i arl CDuntrglUS,ﬂ. Work Street Addrz | |

Wark State /

|
| *work Street Addrl
|
|

Fark Zip /

work ity [Falls Church prork St e 2R [2z102-3333 |
*wfark Phone |s | Wark fax I:I Mobile Fhone | |
* Primar .

Ermail i |etdetestuser@yahoo.c0| Alternate Ernail | |

( Update Profile |

Current Entity Association
Current Association:

|Birdsong
[ Disassociate ]
[Entlty and External System Registration Request] [ Administrator Registration Request ]

Mora: Accass is Nmited unkil pour association requast andior entity ragistration reguest has been approvad.

USDA Horne | Site Map | Policies and Links
b | FOLA | Accessibility Statermnent | Privacy Policy | Mon-Discrimination Staternent | Information Quality | USA gov | White House

1. If necessary, Edit Home and/or Work demographic information
a. Click “Update Profile” button
c. Profile Information now updated with changes
2. Click “Request Disassociation” button
a. User no longer associated with Entity. but will remain active and have access to system as
an unassociated user
b. Entity Disassociation Notification sent to Entity Administrator
c. Userremains in User Profile Page
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3. Click “Entity and External System Registration Request” button
a. User is directed to the “Entity & External System Registration Page”
b. Associated Users wilt have the ability to request External System Registrations

4. Click “Administrator Registration Request” button
a. Associated Users will have the ability to Request Entity and/or System Administrator
Registrations
5. Click to Cancel

a. User is directed to Homepage

eTDE Administrator Registration Request Page

USDA :
Zmam United States Department of Agriculture

USDA helps ensure open markets for U.S. agricultural products and provides food aid to needy people overseas

EEa .

eTrade Document Exchange (eTDE) System

eTDE > Profile > Administrator Registration Request
t to be an Entity Administrator

Current Entity Association

[Entity1 Name. Stree1. Stree2. Phone

[ cancel |

USDA Home | Site Map | Policies and Links
FOIA | Accessibility Statement | Privacy Policy | Non-Discrimination Statement | Information Quality | USA.gov | White House

eTDE User Requests Entity or System Administrator Registration

1. Click “Request to be an Entity Administrator” radio button

a. Associated Users will have the ability to request Entity Administrator Registrations

b. If user has already submitted an Entity Administrator request and awaiting approval,
the user will not be allowed to submit another request

c. Ifuser has been deactivated as an Entity Administrator for their associated Entity, the
user will not be able to submit another request

d. Ifuseris currently and Entity Administrator for their associated Entity, the user will not
be able to submit another request

2. Click “Request Registration” button
a. Entity Administrator Registration Request sent to System Administrator for approval
b. User remains in Administrator Registration Request page
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3. Click “Request to be a System Administrator” radio button

a. Associated Users will have the ability to request System Administrator Registrations

b. If user has already submitted an System Administrator request and awaiting
approval, the user will not be allowed to submit another request

c. Ifuser has been deactivated as an System Administrator, the user will not be able to
submit another request

d. Ifuser is currently an System Administrator, , the user will not be able to submit
another request

4. Click “Request Registration” button
a. System Administrator Registration Request sent to System Administrator for approval
b. User remains in Administrator Registration Request page

5. Click to Cancel
a. User directed to User Profile Page

eTDE Entity and External System Registration Request Page
(Entity Registration)

USDA |
Zm United States Department of Agriculture

Skip Mavigation

Profle | Reports | ContactUs : Help | Logout

eTRADE DOCUMENT EXCHANGE (2eTDE) SYSTEM
eTDE = Profile = Entity & External Systermn Registration

Please fill in required Fields (*]

r Register Mew Entity and become Entity Adrinizstrator

eTDE Entity Registration Request

*Entity Marmme | | Cormrmodity Type IF‘EanUtS j
*Entity Street Addrl | | Entity Street Addr2 [ |
*Entity City | | Province Postal Code

*Emtity Country I:I
*Entity Phone | | Entity Fax [ ]
Cormrent |

[ Request Registration ]

UsSDA Home | Site Map | Policies and Links
L | FOI1A | Accessibility Statermment | Privacy Policy | Mon-Discrimination Staternent | Information Quality | USA gov | White House
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eTDE User Submits Request for Entity and/or External System Registration

1. Click M “Request New Entity and become Entity Administrator” checkbox
a. Complete Entity demographic information

2. If necessary, click Entity Information same as Work Informationlz{

a. If Entity demographic information is same as Work demographic information

3. Click “Request Registration” button
a. Entity Registration Request sent to Systems Administrator for approval

b. Note: System Administrator notifies AMS upon approval
c. User is directed User Profile Page

2020 Company, LLC 32 eTDE Application User Guide Baseline v1.3



eTDE Entity and External System Registration Request Page
(External System Registration)

USDA _
a United States Department of Agriculture

USDA leads the Federal anti-hunger effort with the Food Stamp, School Lunch, School Breakfast, and the WIC Programs
_ _ r— - —

Skip Mawigation

Home | Profle | Reports | ContactUs : Help i Logout

eTRADE DOCUMENT EXCHANGE (eTDE) 5YSTEM

eTDE = Profile = Entity & External Systern Registration

Plzaze fill in required Fields (*]

I_ Fegister Mew External System

eTDE External System Registration Request

*External Systern Mame | |

External System Description | |

External Systern Cwner | |

Corrnent | |

[ Request Registration ]

USDA Harne | Site Map | Paolicies and Links
‘ | FOIA | Accessibility Staternent | Privacy Policy | Mon-Discrimination Statement | Infarmation Quality | USA.gov | White House

4. Click M “Request New External System” checkbox

a. Complete External System demographic information
5. Click “Request Registration” button

a. External System Registration Request sent to Entity Administrator for approval

b. Note: System Administrator notifies AMS upon approval

c. User directed to User Profile Page
6. Click to Cancel

a. User directed to User Profile Page
Note: The name of the company and/or individual to which authority for transfering documents to or from the eTDE
system should be given. Connections for transfers will only be allowed for individuals or companies that have
registered their external system through this request.
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eTDE Home Page

USDA ,
s United States Department of Agriculture

i Profile | Reports | Entity Admin | ContactUs : Help | Logout

‘ Electronic Trade Document Exchange System

eTDE > Home

User: TestEntAdmin03 TestEntAdmin03
Entity Name: BirdsongPeanuts

Commodity Peanut

Type:

Trade Documents

Select Doclu:‘r':;ent Con;:::edity Docuilgrent Document Type Ci:'i’:;::e eTDE Reference Upﬁ)aat:ed Assigned ? =
= MetaData Almond 20815 Almond_Inspection Almond_INS1 VAH1lLot12001 08/29/2008 YES
- MetaData Almmond 20821 Almond_Aflatoxin  Almond_AFA4S WAHL 08/29/2008 YES
I MetaData Peanut 20852 Blanching Blad VAH1Lot101 08/29/2008 NO I
I~ MetaData Peanut 20936 Grade Grad VAH1Lot101 08/29/2008 NO
|— MetaData Peanut 20942 Notice of Sampling Mot4 VAHLLot101 08/29/2008 NO ]
— MetaData Peanut 20948 Transfer Clearance Trad VAH1Lot101 08/29/2008 NO
I_ MetaData Peanut 20954 Quality Quad WAHLLot101 08/29/2008 NO
I_ MetaData Peanut 21002 EU Aflatoxin EU_4 WAHLLot101 08/29/2008 NO
I~ MetaData Peanut 21008 US Aflatoxin us_4 VAH1Lot101 08/29/2008 NO z
(Manage User Access] [Supersede Document]
Search
By
By Commodity Type: All | By Document ID: :I $;3curnent|/-\|| LI
vpe:

By eTDE Reference: | | By Certificate Number :I

( Search Documents )

N Get *
Pl \DOuE READER"

USDA Home | Site Map | Policies and Links
‘ | FOIA | Accessibility Statermment | Privacy Policy | Non-Discrimination Staternent | Information Quality | USA.gov | White House

eTDE Home Page

1. User’s First and Last Name, Entity Name, Commodity Type are displayed

2. The Trade Document section lists all accessible Trade Documents uploaded in
the past 7 days. The Trade Documents are displayed by Commodity Type,
Document ID, Document Type, eTDE Reference, Certificate Number, Document
Uploaded, Assigned ?
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3. Click on Document Info Metadata link

a.

Document Information: Document Owner, Document Provider, Product, Document ID
External System ,Document Type, Certificate Number , Document Status Certificate
Number Superseding, Certificate Number Superseded, eTDE Reference, Date Issued,
Date Uploaded Document Access: Username, User First Name, User Last Name , Entity
Name (for which the User is associated), Date, Timestamp

4. Click on Manage User Access Button

a.
b.

C.
d.

Trade Document Owners will only have the ability to Manage Access to Trade
Documents

Click on checkbox of Trade Document to be assigned shared ownership and/or access
User is directed to Manage User Access page

Trade Document selected from homepage appears in Manage Access for Trade
Document section of the Manage User Access to Trade Document page, along with all
other accessible documents associated with the e TDE Reference

5. Click on Supersede Button

a.
b.
C.
d.

Trade Document Providers will only have the ability to Supersede Trade Documents
Click on checkbox of Trade Document to be superseded

User is directed to Supersede Documents page

Trade Document selected from homepage appears in Documents to Superseded section
of Supersede page

6. Click on Search Button

a.

User can search by Commodity Type, Document ID, Document Type, e TDE Reference,
Certificate Number, Date Uploaded From and To (Note: the e TDE Reference Number is
a concatenation of the state, House Number, Lot Number and Crop Year fields.
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eTDE Manage User Access to Trade Document Page

USDA ‘ ~
s United States Department of Agriculture

Entity Admin

eTDE > Home = Manage User Access

Manage A to U 3 D =
— MetaData Dairy 20870 Dairy_eill_of_Lading Dairy_BOLS wAaHlLotizo01l  osfzsszoos =
— MetaData Pistachio zoe7F2 Pistachio_Control_Grading Pi_coGa WAHLLot1Z001 os/29/2008
— MetaData Pistachic 20990 Pistachio_Fw-18S Pi_Fua WAHlLotl2Z001  08/29/z008
— MetaData Almond 20842 Almond_Shipper_EXP_Declaration Almond_SED4 WAH1Lot12001 0OS/23/2008
— MetaData Dairy 20895 Dairy_Cert_Of_analysis Dairy_Cer_Anad4 WAHllLotl2001 08/29/2008
— MetaData Pistachic 20996 Pistachio_Phytosanitary Pi_Phya WAHLLot12001 0S/23/2008 -
<1 >0
[ sSelect An_ | [Deselect Al |
Share Document Ownership Manage Document Access
I assign 7 Unassign Almond I assign 7 Unassian Almond
I Aassign f Unassign BirdsongPeanuts I Aassign ¥ Unassign BirdsongPeanuts
I assign # Unas ConAsagra I assign # Unas Conagras
I assign # Unassign Dairy I assign 7 Unassign Dairy
I Aassign # Unassign FSIS I assign 7 Unassign FSIS
I assign # Unassign JLA I assign 7 Unassign JLA
I Aassign 7 Unassign McKercher I assign 7 Unassign McKercher
I assign 7 Unassian Port Authority I Aassign 7 Unassian Port Authority
I Aassign f Unassian The Entity Returns I Assign ¥ Unassign The Entity Returns
I Aassign # Unassign USDA I Assign # Unassign USDA

[ submit ][ cance

Manage Assigned Document

select DOSU™ ST commodity Type Do "™ f pocument Type  LorHFficate eTDE Reference L2, .,  Assion

o MetaData Almond 20815 Almond_Inspection Almond_INS1 “WVAHlLot1i2001 os/29/2008 YES
Share Document Ownership M (3 nt

I assign # Unassign Almond I assign # Unassign Almond

I assign # Unassign BirdsongPesanuts I assign 7 Unassign BirdsongPeanuts

I assign 7 Unas Blanchers I assign 7 Unassign Blanchers

I Aassign 7 Unassign ConAgra I assign 7 Unassign ConAgra

I Aassign 7 Unassign Dairy I assign 7 Unassign Dairy

I assign 7 Unassign FSIS I assign 7 Unassign FSIS

I Aassign 7 Unassign JLa I Aassign ¥ Unassign JLA

I Aassign # Unassign McKercher I Aassign # Unassign McKercher

I assign # Unassign Port Authority I assign # Unassign Port Authority

I assign # Unassign The Entity Returns I assign 7/ Unassign The Entity Returns

I assign 7 Unas usDAa I assign 7 Unassign USDA

Search Assign

By

By Cormmeadity Type: |All Jev cocumant 10: [ Tl oecument|An

Type:

By eTDE Reference [ ] By Certificate Mumber [ ]
By Date Uploaded From: | | To: [ ] (use mmi#ddryyyy date format)

[ Search Documents |

USDA Home | Site Map | Policies and Links
B | FOIA | Accessibility Staterment | Privacy Pelicy | Non-Discrimination Staterment | Information Quality | USA.gov | White House
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Manage User Access (Shared Ownership)

1. The Manage Access to Trade Document sections lists the Trade Document
selected from the Homepage along with all other accessible documents
associated with the eTDE Reference. The Trade document(s) is displayed by
Commodity Type, Document ID, Document Type, eTDE Reference, Certificate
Number, Document Uploaded

2. Click on Select All button (Manage Access to Unassighed Documents section)

a. Checkbox(s) is populated for all documents in Manage Access to Unassigned
Documents section
3. Click on Deselect All Button (Manage Access to Unassigned Documents section)
a. Checkbox(s) is blank for all documents in Manage Access to Unassigned Documents
section
4. Click on Select All Button (Share Document Ownership section)
a. Checkbox(s) is populated for all documents in Share Document Ownership section
5. Click on Deselect All Button (Share Document Ownership section)
a. Checkbox(s) is blank for all documents in Shared Document Ownership section
6. Click on checkbox of desired Entity(s) to assigh ownership privileges
a. Checkbox(s) is populated for selected Entity(s) in Share Document Ownership section
7. Click on Submit Button (Share Document Ownership section)
a. Entity will share ownership of document selected
b.  Document is moved to Manage Assigned Document section with shared ownership
assignments saved
1. User will have the ability to unassign current shared ownership assignments or
assign further shared ownership assignments to other Entities
c. User remains in Manage User Access to Trade Documents page

8. Click on Search Button (Search Functionality only applies to documents that have

been assigned previously — Manage Assigned Document section)
a. User can search by Commodity Type, Document ID, Document Type, Certificate
Number, eTDE Reference, Date Uploaded From and To
9. Click Cancel button (Share Document Ownership section)
a. Useris directed to Homepage

Manage User Access (Assigned Access)

1. Click on Select All Button (Manage Access to Unassigned Documents section)
a. Checkbox(s) is populated for all documents in Manage Unassigned Document section
2. Click on Deselect All Button (Manage Access to Unassigned Documents section)
a. Checkbox(s) is blank for all documents in Manage Unassigned Document section
3. Click on Select All Button (Manage Document Access section)
a. Checkbox(s) is populated for all documents in Manage Document Access section
4. Click on Deselect All Button (Manage Document Access section)
a. Checkbox(s) is blank for all documents in Manage Document Access section
5. Click on checkbox of desired Entity(s) to assign access privileges
a. Checkbox(s) is populated for selected Entity(s) in Management Document Access
section
6. Click on Submit Button (Manage Document Access section)
a. Entity will have access to document selected
b. Document is moved to Manage Assigned Document section with access
assignments saved
1. User will have the ability to unassign current access assignments or assign
further access assignments to other Entities
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C. Userremains in Manage User Access to Trade Documents page
7. Click on Search Button Search Functionality only applies to documents that have
been assigned previously — Manage Assigned Document section)
a. User can search by Commodity Type, Document ID, Document Type, Certificate
Number, eTDE Reference, Date Uploaded From and To
8. Click Cancel button (Manage Document Access section)
a. User is directed to Homepage

2020 Company, LLC 38 eTDE Application User Guide Baseline v1.3



eTDE Supersede Document Page

USDA _
s United States Department of Agriculture

Profile | 'R‘epon-s Eﬁﬁty Admin i ContactUs : Help ;| Logout

Electronic Trade Document Exchange System
eTDE > Home > Supersede
Document to be Superseded
Document - Document Certificate Date .
Select Info Commodity Type 1D Document Type Pl s eTDE Reference Uploaded Assign
o) MetaData Pistachio 20848 Blanching BlaPistachio Lotl 08/29/2008 NO
Superseding Document
Document - Document Certificate Date . -~
Select Commodity Type 1D Document Type NP eTDE Reference Uploaded Assign j
[l MetaData Almond 20845 EBlanching Blaalmond Lotl 08/29/2008 NO
" MetaData Dairy 20846 Blanching BlaDairy Lotl 08/29/2008 NO =l
" MetaData Egg 20847 Blanching BlaEgg Lotl 08/29/2008 NO —
e MetaData Peanut 20849 Blanching Blal VAH1Lot101 08/29/2008 NO
@ MetaData Peanut 20850 EBlanching Blaz WAH1Lot101 08/29/2008 NO
"  MetaData Peanut 20851 Blanching Bla3 VAH1Lot101 08/29/2008 NO
"  MetaData Peanut 20852 Blanching Blad VAH1Lot101 08/29/2008 NO
" MetaData Peanut 20853 Blanching Blas VAHLLot101 08/29/2008 NO
@ MetaData Peanut 20854 Blanching Blag VAH1Lot101 08/29/2008 NO -
[Supersede Document |
Search
. By
By Cormmodity By Document :I
Tepe: IAII M FGY Docurment IAII j
Type:
Reference: | I By Certificate Number
By Date Uploaded From: l |To: l | (use mm/ddfyyyy date format)
[ Search Documents }
USDA Horme | Site Map | Policies and Links

‘ | FOIA | Accessibility Staterment | Privacy Policy | Non-Discrimination Staternent | Information Quality | USA.gov | White House
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Note on Superceding : If a superceding document is uploaded before the
original speede document, it stays in a ‘orphan superceding’ folder in
eTDE until the associated original is uploaded.

eTDE Supersede Page (Trade Document Providers)

1.

The Document to be Superseded section lists the Trade Document selected from
the Homepage. The Trade document is displayed by Commodity Type, Document
ID, Document Type, eTDE Reference, Certificate Number, Document Uploaded

a. User can only supersede one document at a time
The Superseding Document sections lists all accessible Trade Documents
uploaded in the past 7 days. The Trade documents are displayed by Commodity
Type, Document ID, Document Type, eTDE Reference, Document Uploaded
Click Supersede Button

a. User is directed to Supersede Confirmation page
Click on Search Button

a. User can search by Commodity Type, Document ID, Document Type, Cetrtificate

Number, eTDE Reference, Date Uploaded From and To

Click Cancel button

a. User is directed to Homepage
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eTDE Supersede Confirmation Page

‘ | FOIA | Accessibility Statement | Privacy Policy | Mon-Discrimination Staterment | Information Quality | USA.gov | White House

eTDE Supersede Confirmation Page

1. The Document to be Superseded section lists the Trade Document selected from
the Homepage. The Trade document is displayed by Commodity Type, Document
ID, Document Type, eTDE Reference, Certificate Number, Document Owner,
Document Uploaded
2. The Document to be Superseded section lists the Trade Document selected from
the Superseding Document section from the Superseding Document page. The
Trade document is displayed by Commodity Type, Document ID, Document Type,
eTDE Reference, Document Owner, Document Uploaded
3. Click on Confirm to Supersede Document Button
a. Document is Superseded with Superseding document
b. User remains in Supersede Confirmation page
4. Click Cancel button
a. User is directed to Supersede Page
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= . .
= Ynited States Department of Agriculture
: Profile : Reports : Entity Admin | ContactUs : Help :

Electronic Trade Document Exchange System

eTDE = Home > Supersede

Document to be Superseded

Document 5 Document Certificate Date o
Select Info Commodity Type ID Document Type R = eTDE Reference Uploaded Assign
i« MetaData Pistachio 20848 Blanching BlaPistachio Lotl 09/08/2008 NO

Superseding Document

fSupersede Document]

Search

" By
By Cormrodity By Docurnent i
Tope: [ =z, [ | pocurnent [Al [
vpe:

By eTDE | 1 By Certificate Number [ ]

By Date Uploaded From: [ |To: | | (use mm/ddivevy date format)

(Search Documents )

UsSpDA Home | Site Map | Policies and Links




eTDE Reports Page

USDA _
= United States Department of Agriculture

eTrade Document Exchange (eTDE) System

eTDE > Reports
eTDE Reports

=TDE User Report
=TDE Entity User Report

=TDE En
Entities vith nc
Access to Trade

USDA Heme | Site Map | Policies and Links
FOIA | Accessibility Statement | Privacy Pelicy | Non-Discrimination Statement | Information Quality | USA.gov | White House

eTDE Reports Page

1. Click on eTDE User Report Link -

a. The eTDE Users Report displays a list of Trade Document Users with
access and entity Association within the eTDE system. The System
Administrator has the capability to filter by Last Name and First Name.

i. Primary User: System Administrator
ii. New Window opens with report details
2. Click on eTDE Entity User Report Link

a. The eTDE Entity Users report will allow the eTDE Entity Administrator to view
a report on all Users associated with their Entity. The Entity Administrator
will have the ability to filter by Associated Users' Last Name and First Name.

i. Primary User: Entity Administrator
ii. New Window opens with report details
3. Click on Non-Affiliated eTDE Report Link

a. The Non-Affiliated eTDE Users report will allow the eTDE System
Administrator to view information on all users who have not been associated
with an entity, including their expiration date should they not Associate with
an Entity. The System Administrator has the capability to filter by Last
Name, First Name, and Activation Expiration Date.

i. Primary User: System Administrator
ii. New Window opens with report details
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4. Click on eTDE Entities with Access Report Link
a. The eTDE Entities with Access Report allows the Trade Document Owners
to view information on all entities that have access to the Trade Document
Owner's data and which documents those entities have access to. The
Owner will have the ability to filter Date Uploaded From and To.
i. Primary User: Entity Administrator, Trade Document Owner
ii. New Window opens with report details
5. Click on Entities with no Access Report Link
a. The eTDE Entities With No Access report allows the eTDE System
Administrator to view information on all the entities that have not been given
access to any entity data. The System Administrator has the capability to
filter on Entity Name and Entity Activated Date.
i. Primary User: System Administrator
ii. New Window opens with report details
6. Click on Access to Trade Document Owner Report Link
a. The Access to Trade Document Owners Report allows the Trade Document
User to view information on who has given access permissions to the Trade
Documents. The user will have the ability to filter by Owner Name, Date
Uploaded From and To.
i. Primary User: All users, excluding System Administrator
ii. New Window opens with report details
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eTDE Document Information Page

eTRADE DOCUMENT EXCHANGE (eTDE) SYSTEM

Document Information:

Docurnent Owner:

Document Provider:

Pro
Document ID External Systerm:
D¢ Type:

Nurmber:

tatus:

Number Superseding:

Date Uploaded:

Document Access:

UserName First name Last Name

MestE A d O e tAdmin03

TestEntaAdmin03

TestEntAdm

TestEntAdmin03 . U, . I
TestEntadm TestEntAdmin03 TestEntAdmin03
estEntA 3 i

;;;E::';S::mtl TestEntAdmin03 TestEntAdmin03

Birds

Blanche

gPeanuts

Peanut

Blal

Blanching
Blag

Entity Name Visited Date

08/2008

BirdsongPeanuts
08/2008
15

08/2008

BirdsongPeanuts

BirdsongPeanuts

Document Information Page (Display MetaData)

1.
Homepage

a.
External System

Click on Document Info Metadata link of Trade Document located on

Document Information: Document Owner, Document Provider, Product, Document ID
,Document Type, Certificate Number , Document Status ,Certificate

Number Superseding, Certificate Number Superseded, eTDE Reference, Date
Issued, Date Uploaded

Document Access: Username, User First Name, User Last Name , Entity Name (for

which the User is associated), Date, Timestamp
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APPENDIX A: Glossary of Terms and Acronyms

‘ Term / Acronym Definition or Description

PDF Portable Document Format — An open file format used to represent two-
dimensional documents in a device independent and resolution
independent fixed-layout document format. Each PDF file encapsulates
a complete description of a 2D document (and, with the advent of
Acrobat 3D, embedded 3D documents) that includes the text, fonts,
images, and 2D vector graphics that compose the document.'

eTDE eTrade Document Exchange is a content management system that was
created to support the domestic and international trade of US
agricultural products.

eTDE Toolkit The “eTDE toolkit” is designed and programmed by the Agricultural

Marketing Service (AMS), USDA, to provide a standard approach for
generating and exporting documents into the Electronic Trade
Document Exchange (eTDE).

The toolkit consists of guidelines, a programming model, a full set of
programming code, and artifacts. The programming code extracts data
from the provider’s data store and generates the PDF file for export to
eTDE. The files are automatically uploaded to eTDE using the
recommended ftp software. The recommended procedure in the toolkit
results in certificates that accommodate variation in document types.
Implementation of the system is designed to be nonintrusive to the
external entity’s existing IT operations and workflow.

PDF Form A PDF file that has been altered to include form fields that are used to
store data.

Adobe Acrobat Software that enables business professionals to reliably create, combine,

Professional and control Adobe PDF documents for easy, more secure distribution,
collaboration, and data collection.”

Adobe Acrobat Software or viewing PDF files, used in many full-text electronic

Reader journals. The reader program is free, and if you do not have it on your

machine when it is needed to access an article, instructions for
downloading it will usually appear on your screen.’
JavaScript JavaScript is a script language - a system of programming codes,

! Wikipedia, http://en.wikipedia.org/wiki/Portable_Document Format

2 Adobe Systems, http://www.adobe.com/products/acrobat

3 Google, Define,

http://www.google.com/search?hl=en&defl=en&q=define: ADOBE+ACROBAT+READER&sa=X&oi=glossary_def
inition&ct=title
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Term / Acronym Definition or Description

created by Netscape, that can be embedded into the HTML of a web
page to add functionality. JavaScript should not be confused with the
Java programming language. In general, script languages such as
JavaScript are easier and faster to code than more structured languages
such as Java and C++.*

Section 508 In 1998, Congress amended the Rehabilitation Act to require Federal
Compliance agencies to make their electronic and information technology accessible
to people with disabilities. Inaccessible technology interferes with an
individual's ability to obtain and use information quickly and easily.
Section 508 was enacted to eliminate barriers in information
technology, to make available new opportunities for people with
disabilities, and to encourage development of technologies that will help
achieve these goals. The law applies to all Federal agencies when they
develop, procure, maintain, or use electronic and information
technology. Under Section 508 (29 U.S.C. © 794d), agencies must give
disabled employees and members of the public access to information
that is comparable to the access available to others.’

Content A content management system (CMS) is a computer software system used
Management System | to assist its users in the process of content management. CMS facilitates
(CMS) the organization, control, and publication of a large body of documents

and other content, such as images and multimedia resources. A CMS
often facilitates the collaborative creation of documents. A web content
management system is a content management system with additional
features to ease the tasks required to publish web content to web sites.
Web content management systems are often used for storing, controlling,
versioning, and publishing industry-specific documentation.’

4 Google, Define,
http://www.google.com/search?hl=en&defl=en&qg=define:JavaScript&sa=X&oi=glossary_definition&ct=title

> Section508.gov, http://www.section508.gov/index.cfm?FuseAction=Content&ID=3

¢ Wikipedia, http://en.wikipedia.org/wiki/Content_management_system
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